
Remember the awful credit card breaches that happened a few years ago? 

How damaging they were for retailers and businesses? The words tragic and 

debilitating don’t even begin to cover it. 

   

Now, could you imagine what it would be like to have to call your clients, and 

explain how their personal records, documents, court proceedings or financials 

have been compromised? 

Unfortunately, the situation above is becoming more and more common for 

law firms all over the world. In recent months hackers have started targeting 

businesses with ransomware attacks, adding to the fear of the near epidemic 

of malware viruses that were already circulating. But, it is possible to protect 

yourself, your law firm, and most importantly your clients from a data 

compromise incident.  

Don’t Be the Law Firm in The News! 
How to lock down attorney-client communication with new tools from Zola Suite.

As referenced in the recent ABA Formal Opinion 477, issued on May 4th, 2017, 

an attorney must exercise reasonable care in transmitting client 

communication, and in the protection of their records. The opinion also 

reinforces that it is the duty of the attorney to become and maintain 

knowledge of the technology that is used to protect said client information. 

There are varying levels of client information, and associated forms of 

technology that protect each one. Zola Suite has created a series of tools to 

help protect attorney-client data, records and communication no matter the 

sensitivity level.  

Your Ethical Responsibility to Exercise Reasonable Care  
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https://www.americanbar.org/content/dam/aba/images/abanews/FormalOpinion477.pdf
https://secure.zolasuite.com/signup.aspx


The first and most sensitive type of data to consider is the transmission of 

personal and financial information. Much of the data required for real estate, 

divorce, business or commercial cases, including social security numbers, 

financial statements, asset holdings, medical records or sensitive litigation 

documents should all be transmitted using an encrypted email system or 

through a client portal. 

Up until now, using email encryption was a complicated process, often 

requiring both parties to purchase and install an email encryption service. 

Zola Suite, a leading provider of case management software for lawyers has 

integrated its email tools with RPost a top provider of email encryption 

service. The integration creates a much simpler process for transmitting 

sensitive documents to and receiving them from clients. The Zola Suite and 

RPost integration provides five complimentary messages per month or 

discounts on annual licenses with up to 100 messages per month. For a full 

explanation of how the RPost process works, and pricing visit here. 

Encryption made easy with 

Zola Suite’s RPost integration. 
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Every day businesses are held hostage by ransomware attacks. The fault 

doesn’t even lie with the attorney in many cases. A staff person could receive 

an email, open it unknowingly and click on the link inside. This can result in a 

lockdown of the files located on that device, or worse a connected external 

hard drive. The party on the other side demands a fixed amount of money 

which most parties usually pay out of sheer panic, then if they are lucky the 

files are returned. In the worst-case scenario, the files aren’t returned and are 

lost forever along with the potentially tens of thousands of dollars the 

documents were held hostage for. 

The time, energy, and effort it takes to put together a case is now hanging in 

the balance, together with the attorney and law firm’s reputation. Cloud 

technology offers significant benefits when it comes to data protection, 

backups and peace of mind. 

To be specific, the use of a client portal connected to a cloud—based case 

management system provides protection from data hacks. By saving all 

documents in one central location that is managed by a team of data center 

and security professionals you can eliminate what is available on your local 

machine to be ‘ransomed’. It is carelessness and sloppy behaviors that create 

the perfect opportunity for a ransomware strike. 

By using a tool that includes a client portal, document management and case 

tracking tools you eliminate the potential for document loss. Any lawyer or law 

firm staff member can create a document, share it with the client in the portal, 

then save a copy or multiple versions in the document storage area. All the 

while assured that the communications and documents are in a confidential 

location, backed up on a continual basis throughout the day. For more 

information on the benefits of using Zola Suite’s client portal and document 

management features read on here.  
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Protect documents, records and case information from 

potential Ransomware attacks by using a Client Portal 

coupled with secure Document Management.   
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Protect your client’s credit card or banking information with online invoicing 

and payments delivered through Zola Suite’s client portal. Invoices are sent 

inside the portal, then clients are prompted to pay using a credit card within 

secure forms thanks to an integration with Law Pay. 

By utilizing the integration with Law Pay, you are able to protect your law firm 

from possible loss of credit card numbers, and avoid the headaches of dealing 

with PCI compliance in your physical office.  
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Secure the circle of delivery by sharing invoices and 

receive credit card payments safely through a Client Portal 

integrated with Law Pay.  

https://zolasuite.com/legal-document-management-system/
https://secure.zolasuite.com/signup.aspx


How impressed would you be if your doctor, financial advisor, or personal 

trainer provided you with an application to install on your phone? Just for the 

sake of staying in touch with you, keeping your conversations private, and 

making sure you have every bit of up to date information right at your 

fingertips. Pretty impressive, right? 

That’s how the clients of law firms who use Zola Suite’s Caseway Edge™ 

branded portal feel every time they use it. The Caseway Edge branded portal 

offers law firms the ability to promote their commitment to security, and ease 

of working together. Consider these scenarios: 

For a client going through a divorce, communication channels may be 

compromised because they once shared passwords with each other. The 

portal offers a discreet and secure means to communicate with the law office 

throughout the day.  Another example is the long and tedious process of 

recording information about a personal injury case. With Caseway Edge, the 

client can easily upload pictures, medical documents, log doctor’s visits and 

more in the app as it is conveniently with them wherever they go. You can 

learn more about and see examples of the Caseway Edge branded portal on 

Zola Suite’s website here. 
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Elevate your law firm’s image and secure client 

communication with a branded smartphone app.  

In closing, it doesn’t matter which option you choose, just recognize that client 

communications can no longer be handled frivolously. One of the most 

negligent acts you can commit would be to avoid adopting security measures, 

new technology and to continue to operate your business with the belief that 

things like this don’t happen to lawyers. Because they do, every day. Only now, 

it is your professional, ethical and moral obligation to take the necessary steps 

to protect your clients, and your livelihood. Before you consider the cost of the 

technology, consider the cost of indecision.   

The potential cost of indecision. 

https://zolasuite.com/caseway-edge/
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Deborah B. Tesser is the VP of Strategic Planning at Zola Media and chief 

Zolaficionado.  A former practicing attorney, Deb has spent her entire career 

working either as or with lawyers.  At Zola, Deb wears many hats, including 

introducing technology partners, bar associations, legal coaches and other 

business of law evangelists to Zola and collaborating with the Zola team to 

identify and prioritize "must have” features and enhancements to Zola Suite. 

Follow Deb on Twitter @DebZolaMedia. 
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VP of Strategic Planning at Zola Media  

We’re on a mission to bring the power of a 360-degree, integrated practice 

management system to law firms, freeing them from wrestling with a hairball 

of external applications and enabling them to be more efficient, agile and 

profitable. 

Founded by technology entrepreneur and attorney Fred Cohen, Zola is 

designed to supercharge law firm operations with an unprecedented level of 

capabilities, using desktop and mobile interfaces that are intuitive, fast and 

engaging. 

The Power of One 

Our Mission 

Zola enforces organization, streamlines workflow and facilitates collaboration 

by incorporating best-in-class case management capabilities into a 

comprehensive legal accounting platform and a fully integrated email client in 

a single synergistic application. 
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